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IKEv2 Overview

The GoSilent Server (GSS) supports the use of two IKE protocols. IKEv1 with pre-shared
keys (PSK’s) and IKEv2 with certificates. Only one IKE protocol can be configured and used
on a given server. Changing the IKE protocol requires a server restart. A GSS server is
configured to use the IKEv1 protocol with PSKs by default. There are a number of steps to
follow when converting a GSS server to use the IKEv2 protocol with certificates, including a
server restart. Those steps are described in the remainder of this document.
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Changing System Settings

1. Log into the “Server Admin Console” :
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¢ Loginto the “Server Admin Console” your R
administrator or IT professional has provided. P .

Please note if you do not have this login to contact our

Password

customer support team at https://attilasec.zendesk.com

who will be glad to assist you.

2. Select “System Settings”

Wi attila

e The “System Settings” can be found on the left menu
below Console Users and above Maintenance. If your
menu is collapsed simply select the icon showing two

u VPN Clients
GoSilent VPN

Network

gears. == Firewall GoSilent
Console Users

)

Login attempts before lockout o

e

System Settings

Lockout interval @

Maintenance

3. Select “VPN”

e Select “VPN” or “VPN Server” depending on your aViattila
server version. This can be located in the middle of

(F] VPN Clients
. . . GoSilent VPN

the page on the right-hand side of GoSilent.

&  Network
. . . Firewall GoSilent
Please note some settings if updated and saved will ostlen
. - 2 C le U

require a server restart for the changes to be applied. erese e Login attempts betore ockout @

L System Settings

Lockout interval @

Maintenance
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4. Change “IPSec protocol mode”

VPN
¢ On the right-hand side of “IPSec protocol Core poling interval @
mode” select the drop-down menu from the fa c
“IKEv1_PSK_Aggresive” and change it to IPSec protocol mode @ :
“IKEv2_Certificates “. IKEv2_Certificates

IPSec cipher suite (i} * Requires a system reboot
aes256gcm16-prfsha384-ecp384 (Top Secret DH20) ~

5. [OPTIONAL] Change or verify “IPSec cipher suite”

VPN
e The default for “IPSec cipher suite” is “Top
Core polling interval @

Secret DH20” however we do have a total of 180 :
12 IPsec cipher suites to choose from. Feel .

. . . . IPSec protocol mode o Requires a sy.st.em reboot
free to either change this setting or leave it as DEZ i

the defaulted “Top Secret DH20". IPSec cipher suite © * Requires a system reboot
aes256gcm16-prfsha384-ecp384 (Top Secret DH20) ~

6. [OPTIONAL] Change “VPN server IPSec cipher suite @ - * Reauires a system reboot

aes256gcm16-prfsha384-ecp384 (Top Secret DH20) ~
”
ID type

VPN server ID type @ ~ * Reauires a system reboot
v CN I

* You can now select if you would like to VPN server D @ =il
update your “VPN server ID type”. Here you
have the options of either “CN” (Common
Name) or “SAN” (Subject Alternative Name). Security Association (54) fetime @ s

Editing 1 system settings Save Changes Reset Form

151.196.121.141

15 characters long



@6& attila

SECURITY

7. Input “VPN Server ID”

IPSec protocol mode (i} * Requires a system reboot
IKEv2_Certificates v

e The “VPN Server ID” is right below VPN
« » IPSec ciph ite @ * Requires a system reboot

Server ID type' Update the text from th to e cipher sulte {aesZSchm16-prfsh3384-ecp384 (Top Secret DH20) vl

the host name of your server.

VPN server ID type @ * Requires a system reboot
SAN v
VPN server D © * Requires a system reboot
Please note: The “VPN Server ID (or CN)” [ l
15 characters long

should match the Common Name (CN) in

No system settings changed Save Changes
Step 15 of your CSR
1] "

8. Select “Save Changes
e After making all the above necessary VPN server log level @ 1 R

changes you can now select “Save

» . : Client dead peer detection interval @
Changes” which is located near the 60 3 seconds
bottom of the page and may require you
. Server dead peer detection interval @ * Requires a system reboot
to scroll down depending on our 180 ¢ seconds
MAC/PCs resolution.
Editing 1 system settings
Reset Form

9. Select “Yes, Reboot Now”

A reboot is required
e Select “Yes, Reboot Now” when the pop
up appears. Please note this will A system setting was changed that requires a reboot. Would you like to
. . . reboot now?
disconnect any active VPN connections "

your company may have while it’s

rebooting. No, Later

WARNING: This will disconnect all active VPN connections to the server.
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10. Wait for Server to fully reboot

e The “Rebooting Server Countdown” will begin.
Please note the page will automatically refresh
once this process is complete and the server

has fully rebooted. This process can take up to @

2 minutes to complete.

Rebooting the server. The page will refresh wijen the server has rebooted.

Adding Server Certificates

ltems Needed

Before starting this process, you must identify a Certificate Authority (CA) that can be used
to sign Certificate Signing Request (CSR). This CA may be a trusted third-party CA or may
be an internal CA that is hosted on-premise by your company.

Please note: There are currently two ways to upload server certificates.

e Method 1: Create a CSR within the GoSilent interface and then have your Certificate
Authority sign it with their own CA and upload a CA Chain. If your using Method 1 then
please continue to step 11.

e Method 2: Upload a Full PEM Bundle that is created by your Certificate Authority which
contains a private key, signed certificate, and a CA Chain in one file. If you are using
Method 2 you may continue to step 13 and then skip to step 28.
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Certificate Requirements

CN without SAN

Gosilent servers prior to the 21.03 release must use this method.
Gosilent servers 21.03 and later release may use this method though it is optional

If you are creating a GoSilent server IKEv2 certificate without SAN, follow these
requirements:

¢ The Subject field must contain only a Common Name (CN) attribute, which is set to the
VPN server ID value that matches the one on your VPN Server ID within the system
settings.
Other Subject field attributes such as O, OU, C, Etc. are not allowed

o The certificate must be an end-entity/leaf certificate, it cannot be a CA certificate
This is specified when generating the certificate by setting a basic constraint to
CA:FALSE

Here is example:
X509v3 Basic Constraints: critical
CA: False

e The Extended Key Usage must be set to server authentication

Here is example:
X509v3 Extended Key Usage:
TLS Web Server Authentication
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CN with SAN

This method is supported only for GoSilent server releases 21.03 and later

If you are creating a GoSilent server IKEv2 certificate with SAN, following these
requirements:

e The Subject field may contain any attributes defined in X.509 specification, such as CN,
0, 00U, C, etc

e The SAN field must contain the value of IP address or DNS Name that matches the one
on within the system settings within the VPN tab

e The certificate must be an end-entity/leaf certificate, it cannot be CA certificate.

This is specified when generating the certificate by setting a basic constraint to
CA:FALSE

Here is an example:

X509v3 Basic Constraints: critical
CA:FALSE

e The Extended Key Usage must be set to server authentication

Here is an example:
X509v3 Extended Key Usage:
TLS Web Server Authentication
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Create CSR and Import Signed Certificate

11. Log into the “Server Admin Console”

* Loginto the “Server Admin Console” your administrator or ‘-‘6‘ atgjulkg
IT professional has provided. rsemame
I* n

username

Please note if you do not have this login to contact our customer
support team at https: //attilasec.zendesk.com who will be glad to
assist you.

Password

12. Select “Maintenance”

avi attila

¢ The “Maintenance” page can be found on the left-hand menu
below system settings. If your menu is collapsed simply select
the icon showing 3 server icons.

5] VPN Clients

a5 Network

== Firewall

2 Console Users

o

System Settings

= Maintenance
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13. Select “Certificates”

o Select the “Certificates” tab near the top of the page above

Import Bundle.

14. Select “Create CSR”

o Select “Create CSR” near the top of the page right below
Server Certificates. This will display a pop-up drawer on the
right-hand side of the screen containing a few fields.

15. Input Common Name “CN’

Please note: The “VPN server ID (or CN) from Step 7 must match
what is entered into the Common Name (CN) field

e For the “CN” or Common Name field, please type in the same
“VPN server ID (or CN)” you entered earlier in step 7684.

Certificates

5] VPN Clients

35 Network
£ Firewall
Import
2 Console Users With a sing
private key,
&£ System Settings without a C
public certif

Maintenance

Import Bundle

With a single step, you can import a PEM bundle ¢
private key, public certificate and CA chain; (2) priv
without a CA chain; (3) public certificate for the exis
public certificate for the existing CSR, without a CA

Server Certificates

Create CSR Common Name Status

< Back

Generate CSR

CN

Key Size
P-256 v

Subject Alternative Name (Optional)
Type
DNS v || Value
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16. Select “Key Size”

o Select the “Key Size” on the right-hand menu. Select either P-
256 or P-384 depending on the bit length of the key you prefer.

17. [OPTIONAL]: Select Subject Alternative Name
(SAN) Type

e Asan additional option you can also input a Subject
Alternative Name or (SAN). Select either “DNS” or “IP” on the
drop-down menu.

Import Note: This is optional and if you do not have any
additional SANs feel free to skip this step

18. [OPTIONAL]: Input “Subject Alternative Name”
(SAN)

* You can now type in the “DNS” or “IP” address you would like
to use for the “Subject Alternative Name” (SAN). After typing
in select “Add” on the right-hand side of the SAN value
information.

e Import Note: This is optional and if you do not have any
additional SANs feel free to skip this step

¢ Back

Generate CSR

ey Size
P-256

Subject Alternative Name (Optional)
Type
DNS v || Value

Generate CSR

Key Size
P-256

erpative Name (Optional)

Value

Generate CSR

CN

Key Size

P-384

Subject Alternative Name (Optional)
Type

DNS v [_I 192.168. l«dd

DNS:demoinfo

®
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Subject Alternative Name (Optional)

19. Select “Generate CSR’ fﬁ

DNS

DNS:demoinfo
o Select “Generate CSR” on the right-hand menu near the bottom of

the page. Once this has been selected, your “Unsigned CSR” Certificate Usage
should be added, and a success should appear on the bottom Ev2

right-hand corner. [ Web Dashboard

Generate CSR

Server Certificates

20. Verify “CSR Upload”

Create CSR Common Name Status Usage

A ] Companycommonname pending IKEv2
* You should now see the “Unsigned Certificate” under
. . . Subject Alternative Name: DNS:Companycommonname, DNS:
the Server Certificates area with the common name that Curve Name: secp384r1
. . . . Extended Key Usage: Server Auth
you had typed in earlier steps along with the optional
SAN with a status Of "pending" ————— BEGIN CERTIFICATE REQUEST---——

Copy Contents Download Contents

21. Submit “Unsigned CSR” to trusted CA

e Atthis point you can now select either “Copy Contents” TRUSTED ™[R
and put this information into a text editor or select
“Download Contents” and send the downloaded file to
your trusted CA to be signed.

(CERTIFICATE AUTHORITIES)

Unsigned CSR Signed Certificate
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22. Select “Import”

e Once you have received a “Signed Certificate” from
your trusted CA, please save the file to your PC/MAC.
Select “Import...” near the top right right-hand corner
of the page on the right-hand side of “Import Bundle”.

Upload PEM Bundle

The only supported file type for imported certificates is
PEM format

23. Select “Upload Files”

e After selecting the upload icon, a menu should appear
on the right-hand side. Select “Upload files by clicking

or dragging over this box”. o Upload files by clicking or

dragging over this box

OR

24. Select Signed Certificate and Open

* Find and select the “Signed Certificate” you have e
received from your Trusted CA provider from the file ..
explorer menu. Then select “Open” on the bottom T
right-hand corner of the file explore menu. :{_w Select2 ey
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Upload PEM Bundle
25. Ve rify Selected Fi |e :)?::‘o':‘llly;':imm'md file type for imported certificates is

* You should now be able to the see the “Signed Certificate”

file under the Upload Certificate area on the right-hand B
menu. You can verify it is the correct file you uploaded by certnew(50...
the name. 125K8

26. Select “Import Bundle”

Certificate Usage
IKEv2

e Select “Import Bundle” on the bottom right-hand corner of
the menu. You may have to scroll down depending on your

Mac/PCs resolution. You should now receive a success
message on the bottom right-hand corner if the certificate | meert Bundle |

was successfully uploaded.

[T web Dashboard

27. Verify Signed Certificate is “issued”

Server Certificates

* Once you have uploaded your signed certificate you should Croto GSR | Commoniane e
now see “issued” in the middle of the page under the status L e g
[y
area indicating that the signed certificate has been issued Subject Name: ons:

Curve Name: secp384r1

corre Ctly. Extended Key Usage: Server Auth
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Import Signed CA Chain or Full PEM Bundle

28. Select “Import”

e Select “Import...” near the top right-hand corner of the
page on the right-hand side of “Import Bundle” to begin
the process of importing a “Signed CA Chain” or “Full

PEM Bundle”.

29. Select “Upload Files”

o After selecting Import a menu should appear on the
right-hand side of the screen. Select “Upload files by

clicking or dragging over this box”.

30. Select the “Signed CA Chain”

¢ Find and select the “Signed CA
Chain” or “Full PEM bundle” you
have received from your Trusted
CA provider from the file explorer
menu. Then select “Open” on the
bottom right-hand corner of the
file explorer menu.

Fovertes

8 Recons

A Applcations
| O Oowriosds
1 e

H vovies

i Petures

1) scrum

© Cloud Orive
[ Owsitop

[ Cocuments
Devices

@ SCRUM's Ma...
(@ Remote Disc

Tags

® Red

® Bue

® Puple
Home

© Orange

Opticns.

O o S

Shutdown/Restart About Server Upgrade

y, public certificate
cate for the existing
CA chain only.

Upload PEM Bundle

The only supported file type for imported certificates is
PEM format.

Upload files by clicking or
[+

dragging over this box

OR
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Upload PEM Bundle

3 1 Ve rify Selected File The only supported file type for imported certificates is
.

PEM format

* You should now be able to see the “Signed CA
Chain” or “Full PEM Bundle” file under the “Upload ®
PEM Bundle” area on the right-hand menu. You can Eenroll...
verify it is the correct file you uploaded by the name. 540 KB

OR

32. Select “Import Bundle”

e Select “Import Bundle” on the bottom right-hand Certificate Usage
corner of the menu. You may have to scroll down IKEv2
depending on your Mac/PCs resolution. You should [ Web Dashboard

now receive a success message on the bottom right

hand corner if the file was successfully uploaded. \

33. Verify “Upload”

CA Certificates (Chain)

e Once uploaded the CA Chain should appear in the CA
Certificates (Chain) area

Curve Name:
Extended Key Usage:

Copy Contents Download Contents
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34. Verify Issued Server Certificate and CA Chain

o After uploading the “CA Chain” or “Full PEM Bundle” you should now see the CA chain
information below the CA Certificate (Chain) area with the “Common Name” and
“Expiration date”. It's at this point you have now completed the IKEv2 server process.
If everything was uploaded correctly you should see “Server Certificate” with status of

“Issued” with the correct “Common Name” and a “CA Certificate“ and “Expiration
Date”

Import Bundle

With a single step, you can import a PEM bundle containing the following: (1) private key, public certificate Import...
and CA chain; (2) private key and public certificate, without a CA chain; (3) public certificate for the existing
CSR and CA chain; (4) public certificate for the existing CSR, without a CA chain; or (5) CA chain only.

Server Certificates

Create CSR Common Name

Generation/Issue Date Expiration Date

[] issued Wed Sep 30 2020 15:... Wed Jan 27 2021 15:...

CA Certificates (Chain)

Common Name Expiration Date

Wed Jan 27 2021 15:10:42
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You have now completed the GoSilent Server IKEv2 Setup Guide

Contact Us

If you should have any further questions, concerns, or feedback regarding
this guide or anything else, please feel free to reach out to our Attila
Security Support team at any time.

Support Email:

Support@AttilaSec.Zendesk.com

Submit Issue:

Https://attilasec.zendesk.com/hc/en-us/requests/new

Company Address:

10960 Grandchester Way, Suite 530, Columbia, MD 21044
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